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Abstract
Location underpins critical Internet services, yet our
primary mechanism for Internet localization, IP-based
geolocation, fails to meet the needs of all stakeholders.
User location is conflated with network location, leading
to a fundamental mismatch between the goals of content
providers, infrastructure operators, and regulators. As
users increasingly adopt privacy-preserving technolo-
gies that obscure their network identity, this mismatch
becomes more pronounced, making localization even
more challenging. This paper argues that the problem
cannot be solved by simply improving the accuracy of
incumbent mechanisms that are inappropriately applied
today to solve multiple, unrelated problems. Instead, we
require a new approach for localization on the Internet.
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1 Introduction
I remember seeing an elaborate and compli-
cated automatic washing machine for automo-
biles that did a beautiful job of washing them.
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But it could do only that, and everything else
that got into its clutches was treated as if it
were an automobile to be washed. I suppose
it is tempting, if the only tool you have is a
hammer, to treat everything as if it were a nail.

The Psychology of Science, Maslow

Location plays a critical role on the Internet, shaping
how we interact with digital services and infrastructure.
From content delivery networks that optimize routing
based on proximity to infrastructure, to content restric-
tions that vary based on region, or security systems that
identify suspicious behavior by detecting unusual lo-
cations, spatial awareness is woven into the fabric of
online systems.

Despite this fundamental importance, our current ap-
proach to Internet localization is deeply flawed. The dom-
inant method (i.e., IP geolocation) assumes that network
identifiers (IP addresses designed for routing packets)
can reliably map to physical geography. This assump-
tion has always been problematic [20, 29, 33], but it per-
sists largely because it requires no user interaction and
functions as a relatively lightweight, if imperfect, solu-
tion [12, 38]. Further, the current approach conflates two
distinct concepts: the location within a network (i.e., to
inform routing decisions focused on infrastructure effi-
ciency) and the geographic position of the user for policy
and content decisions. This conflation is not just a tech-
nical oversight; it inherently misaligns with the prob-
lems that the different stakeholders must solve. Content
restriction, infrastructure optimization, and regulatory
compliance have fundamentally different requirements
that cannot be adequately addressed through a single
location primitive.
The research community, as well as industry, have

tried for years to solve the issue enhancing IP geoloca-
tion’s accuracy. Unfortunately, the inadequacy of the
incumbent approach is exacerbated as users increas-
ingly look to enhance their online privacy by mask-
ing their IP addresses. Once confined to tools such as
VPNs and Tor, this has now become a standard feature
integrated by major platforms: Apple, Google, and Mi-
crosoft [2, 13, 24] now offer IP privacy to hundreds of
millions of users. These services deliberately break the
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connection between a user and their network identity,
rendering IP-based localization even more challenging.
In this work, we argue that the community must re-

think how to achieve Internet localization, accounting
for the different needs of stakeholders and the growing
importance of user privacy. We highlight the limitations
of the current approach with a short study analyzing the
location accuracy of a commercial IP geolocation service
(IPinfo) for IP addresses used by Apple’s iCloud Private
Relay, a widely adopted privacy-preserving technology.
Our measurements reveal that despite attempts to main-
tain geographic coherence between relay exit nodes and
user locations, fundamental tensions remain unresolved.
Given our findings, we sketch a new design that ex-

plicitly decouples different location requirements and
creates purpose-specific mechanisms for each and we
map the research challenges that must be solved be-
fore such a system can become practical. Our goal with
this work is to foster a broader discussion around In-
ternet localization within the networking community.
By reimagining how location is determined and verified
online, we look to enable systems that provide increased
utility for all stakeholders.

2 Context
We briefly review the current state and challenges of
Internet localization.

2.1 Geolocalization Today
The modern Internet relies on IP geolocation as the pre-
dominant method for determining the geographic loca-
tion for both devices and users. At its core, IP geolocation
aims to infer a client’s position from network-level evi-
dence tied to its public IP address. To achieve this goal,
commercial providers (e.g., IPinfo, MaxMind, etc.) com-
bine static evidence (RIR allocations, WHOIS, routing ta-
bles) with dynamic signals (reverse-DNS lexica, end-host
telemetry, and latency triangulation), to place each IP
probabilistically on the map [15, 23]. Given its simplicity,
ubiquity, and low cost, IP-based geolocation continues to
underpin operational workflows that require spatial cues,
from data-residency compliance and location-tailored
search results to security filtering [6, 38].

Unfortunately, IP geolocation has been long known to
be an unreliable, often greatly inaccurate, technique [6,
20, 22, 29, 33]. IP geolocation services assume each public
address maps to a single stable place. Yet, large-scale ad-
dress reuse, anycast content delivery, and policy-driven

BGP routing systematically break that premise, push-
ing the same address to users or replicas that can be
hundreds of kilometers apart.

To address this issue, most prior work has focused on
enhancing IP geolocation techniques through various
approaches: exploiting known network landmarks [36],
leveraging systems behavior [30], applying data-driven
methods [37], and other refinements [38]. While these
efforts improve accuracy in traditional settings, they all
share a fundamental limitation: their continued reliance
on the public IP address as the primary identifier for
geolocation. Unfortunately, this dependency becomes
increasingly problematic as the core assumption, that
network identifiers can reliably map to physical geogra-
phy, further breaks down.

2.2 Geolocalization Tomorrow
In recent years, privacy-preserving tools like VPNs and
Tor have seen increased adoption as users look for ways
to protect their online privacy and circumvent censor-
ship or geographic restrictions imposed by content providers
and ISPs. From a geolocation perspective, these tools
introduce a significant challenge: by obscuring users’
actual IP addresses, they make accurate IP geolocation
more difficult. While one could argue that such tools will
never achievemainstream adoption due to their complex-
ity and performance overhead, new and easier-to-use
solutions have recently emerged. Privacy-preserving
overlay systems now embed anonymization directly
within operating systems or browsers. Apple’s iCloud
Private Relay (PR) [2], Google’s IP Protection [13], and
Microsoft’s Edge Secure Network [24] are examples of ar-
chitectures that route traffic through multi-hop tunnels
built on the MASQUE protocol, forming a performant
privacy-preserving overlay network [28].

If and when mainstream systems and browsers enable
this feature by default, a substantial portion of Web traf-
fic will traverse these relays, further complicating geolo-
cation tasks. To mitigate this challenge, relay providers
attempt to preserve geolocation fidelity by publicly dis-
closing information about egress IP addresses and their
logical locations. For instance, Apple and its infrastruc-
ture partners regularly publish egress IP prefixes and
their associated locations [3] to inform external services
(i.e., IP geolocation providers) of “accurate” Private Relay
user locations. However, as we discuss in Section 3, even
with such ground-truth (which represents the best case
for overlay networks, since most do not expose similar
data), user geolocation remains difficult and prone to
significant errors.
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2.3 What Now?
This evolving landscape leads to two key effects. First,
the concept of geolocation is becoming increasingly con-
fusing: services now face the dual task of mapping IP
addresses to both infrastructure and user locations, con-
flating fundamentally different objectives into a single
API. For example, with relay services, commercial IP-
geolocation databases must decide whether to map the
observable infrastructure (i.e., the relay egress node) or
the users behind them, who may be located hundreds of
kilometers away. This semantic mismatch induces sys-
tematic discrepancies that will scale with adoption and,
if left unaddressed, threaten accuracy-critical services.
Second, most current patches depend on commercial en-
tities whose primary motivations are self-interest rather
than the integrity of Internet infrastructure1. This re-
sults in a fragmented and unreliable ecosystem that is
subject to the whims of private companies.

These factors raise a fundamental question: should we
continue patching the existing IP geolocation ecosystem,
or does the shift toward privacy-preserving browsing
represent an opportunity for a clean slate approach?
Rather than relying on ad-hoc solutions around an in-
creasingly obsolete paradigm, we argue that the time
has come for the networking community to reimagine
geolocation for an era where IP addresses are no longer
de facto identifiers of Internet users.

3 Case Study: Private Relay
In this section, we examine the accuracy of commer-
cial IP geolocation services when used with privacy-
preserving overlay systems. Our measurements reveal
that despite efforts to maintain geographic coherence
between relay exit nodes and user locations, significant
challenges persist.

3.1 Geolocation Discrepancy
For our study, we choose Apple’s iCloud Private Re-
lay (PR), a browser-integrated relay deployed at large
scale (approximately 280,000 egress IPs). PR is a privacy-
preserving overlay that provides network-layer privacy
by routing user traffic through two relays: the first op-
erated by Apple and the second by a third-party CDN
(e.g., Akamai, Cloudflare, or Fastly). This segmented ap-
proach ensures that no single entity can correlate both
the user’s identity and their complete browsing activity,
effectively decoupling the direct relationship between
client and server while maintaining functional internet
1While we assume the companies involved do not explicitly wish to
degrade Internet localization, their design choices may not generalize.

connectivity. However, this architecture introduces a
new challenge for IP geolocation services: the user’s lo-
cation is no longer directly tied to the egress IP address,
as the relay decouples the user’s physical position from
the egress infrastructure. To compensate for this, Apple
publishes a list of mappings between egress IP address
ranges and the city where the PR users are located [3].
This list is intended to be consumed by IP geoloca-

tion services, allowing them to update their databases
with “correct” IP-to-location mappings. In practice, how-
ever, discrepancies frequently arise betweenApple’s pub-
lished geofeed and the locations reported by commer-
cial geoIP providers—the same databases consulted by
location-based services (LBS). We aim to quantify the
extent of this discrepancy, as well as its potential impact
on users that access location-based services that rely on
IP geolocation.

3.2 Global Analysis
We begin our analysis by studying discrepancies be-
tween geolocations reported by Apple and those pro-
vided by IPinfo [19], a widely used commercial IP ge-
olocation service2. We collect Apple’s mappings by re-
trieving the published CSV file containing PR IP prefixes
mapped to city, state (or region), and country. To assess
the evolution of PR egress IPs over time, we download
the file daily from March 22, 2025, to June 22, 2025. We
convert Apple’s geographic labels into precise coordi-
nates by geocoding each location using both Nomina-
tim [26] (OpenStreetMap) and the Google Geocoding
API [14].3 Similarly, we download the IPinfo database
daily and resolve every PR egress IP against the database.
For each egress IP, we compute the distance between
Apple’s coordinates and those returned by the IP geolo-
cation service.
Figure 1 presents the cumulative distribution of ge-

olocation discrepancies, grouped by continent, for both
IPv4 and IPv6 addresses (we observe similar results for
both versions, thus we aggregate them in a single plot).
PR’s impact spans all continents: many egress IPs are
located tens to hundreds of kilometers away from Ap-
ple’s declared position, with 5 % exhibiting differences
exceeding 530 km. Because Apple operates relays in
nearly every country, cross-border misplacements are
2Certainly, other geolocation services may perform better or worse
compared with IPinfo. This study is not meant to be an exhaustive
IP geolocation measurement campaign with respect to Private Relay.
Our goal is to explore discrepancies such overlays introduce.
3When the resulting coordinates differed by less than 50 km, we se-
lected Google’s result. For discrepancies exceeding 50 km, wemanually
verified and selected the more accurate coordinate pair.
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Figure 1: Geolocation discrepancy by continent.

rare—only 0.5 % of egresses are mapped by the IP ge-
olocation service to the wrong country. However, many
location-based services require finer-grained accuracy,
and differences within a country can have significant
consequences–especially in nations where legislation
varies by state or province. For instance, state-level mis-
matches (i.e., when the two services identify different
states within a country) affect 11.3 % of egresses in the
United States, 9.8 % in Germany, and 22.3 % in Russia.
These findings confirm that the distortions introduced by
PR are global and structural rather than incidental. We
initially hypothesized that the root causes for these dif-
ferences lay in a temporal delay between updates across
databases. However, throughout our measurement cam-
paign, we tracked every egress addition or relocation
announced by Apple—fewer than 2,000 events in total.
The IP geolocation service consistently reflected these
changes with 100 % accuracy, ruling out data staleness
as the cause of the mismatches.

3.3 Cause of Discrepancies
Given our findings, we aim to separate classical IP geolo-
cation errors (i.e., typical of commercial databases) from
mismatches introduced by the use of PR. To identify
their origin, we performed a latency-based validation
using RIPE Atlas on May 28, 2025 [31]. For discrepancies
exceeding 500 km, we selected up to 10 nearby probes for
each candidate location andmeasured RTTs to the IP pre-
fix. These RTTs were used in a temperature-controlled
softmax to estimate the most likely location. We focus
on the United States, which concentrates most PR egress
prefixes (63.7 % on May 28, 2025) and offers dense RIPE
Atlas coverage (1,663 active probes). To ensure temporal
consistency and limit measurement overhead, we use a
single snapshot. Finally, as Apple publishes very large
IPv6 prefixes (i.e., /45, /64) that are far too vast for ex-
haustive probing, a preliminary random sampling inside
each prefix showed that geolocation outputs are invari-
ant across addresses. We therefore test only the first two

Table 1: RIPE Atlas validation of > 500 km differ-
ences (USA, 28 May 2025).

Outcome Count Share (%)

IP geolocation discrepancies 5982 60.12
PR-induced discrepancies 3264 32.80
Inconclusive 704 7.08

IP addresses of every advertised IPv6 range, whereas for
IPv4, we probe all listed addresses.
Our validation (Table 1) shows that 60.12 % of the >

500 km discrepancies arise because IPinfo mislocates the
egress, a pattern attributable to the inherent limitations
of classic IP-based geolocation. In contrast, for 32.80 % of
cases, the probes agree with IPinfo: the database seems
to correctly point to the relay’s egress POP, yet Apple
reports the user’s chosen city.

3.4 IPinfo’s Comments
To better understand the discrepancies observed be-
tween Apple’s iCloud Private Relay (PR) geofeed and IP-
info’s reported locations, we contacted IPinfo and shared
our findings. Their detailed feedback provided valuable
insight into several sources of error in their current
geolocation process and its interaction with geofeeds,
which they have since corrected.

IPinfo acknowledged that part of the incorrect en-
tries originated from user-submitted corrections that had
inadvertently overridden accurate data coming from
trusted geofeeds. These erroneous updates have since
been deleted, and IPinfo indicated they will modify their
ingestion pipeline to prevent such corrections from su-
perseding verified sources in the future. They also iden-
tified additional mismatches caused by geocoding errors
within IPinfo’s internal pipeline. These issues primarily
affected sparsely populated areas and locations refer-
enced by administrative regions (e.g., county or area
names) rather than precise settlements. IPinfo reported
implementing multiple fixes to improve the handling
of such ambiguous cases. IPinfo further noted that part
of the discrepancy stemmed from inaccuracies in our
own geocoding of Apple’s iCloud geofeed entries us-
ing Google Maps and Nominatim. According to their
assessment, approximately 0.8% of the entries were in-
correctly resolved in our dataset, with around 32% of
these misplacements exceeding 1,000 km.
Overall, IPinfo emphasized that this analysis high-

lights the inherent challenges of working with geofeeds,
due to the absence of standardized and unambiguous ge-
ographical identifiers. Even well-formed geofeeds—such
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as Apple’s iCloud feed, constructed with reliable geocod-
ing services—can produce significant misplacements. IP-
info added that while they identify IPs that are not in-
cluded in trusted feeds through active measurements
(e.g., ping latency), for trusted feeds like Private Relay
they intentionally rely on the geofeed’s declared coordi-
nates, which remain subject to geocoding uncertainty.
In conclusion, IPinfo’s feedback underscores the dif-

ficulty of accurately reflecting a trusted geofeed, even
when treated as a ground truth. These challenges are
expected to be even greater for overlay networks that do
not expose verified geographic anchors, such as VPNs
or mobile networks.

4 Discussion
As emerging systems increasingly decouple users from
their network egress points, traditional IP geolocation
approaches face fundamental limitations that cannot be
addressed through incremental database improvements
alone. In this section, we discuss the path forward, argu-
ing that the research community should take a leading
role in addressing this problem by rethinking how ge-
olocation operates on the Internet.

4.1 Whither IP Geolocation?
While case-specific techniques such as those used for Pri-
vate Relay may help temporarily maintain user-centric
geolocation accuracy, they remain ad-hoc and unsustain-
able. Each new overlay would require its own external
mapping and coordination, multiplying dependencies
and potential failure points. More fundamentally, other
overlay networks—such as commercial VPNs or mobile
carrier networks—lack any authoritative source capa-
ble of disclosing user locations without undermining
privacy. As such, Private Relay represents a convenient
but exceptional case where a ground truth exists; the
growing diversity of overlay systems makes incremental
patching both fragile and unsustainable.
Our measurements demonstrate how discrepancies

arise from using a network technology—i.e., IP geoloca-
tion—to infer user positions on today’s Internet. This
approach conflates two fundamentally different objec-
tives: localizing network infrastructure versus localizing
users. This confusion becomes increasingly problematic
as overlay networks decouple users from their egress
points. Nevertheless, IP geolocation remains highly valu-
able when used for its intended purpose: mapping net-
work infrastructure. CDNs effectively leverage IP ge-
olocation, combined with active measurements such as

traceroute and latency probes, as well as passive tech-
niques like BGP route inspection and real-user monitor-
ing, to identify optimal points of presence for content
delivery [17, 21]. Network operators use IP geolocation
to detect routing anomalies, identify potential security
threats based on traffic origin, and optimize peering rela-
tionships. Research communities rely on IP geolocation
to study Internet topology [34], distributed denial-of-
service attacks [35], and global traffic patterns. Over-
all, IP geolocation excels at its intended purpose and
should be used accordingly. Problems arise only when
it is repurposed to locate users, a distinction that be-
comes increasingly critical as overlay networks reshape
the Internet landscape. Instead, a new dedicated service
should be created for the purpose of localizing users.

4.2 User Localization: a Wishlist
Rethinking user localization for the Internet will require
meeting several fundamental properties, while also ad-
dressing their associated research challenges. We list
these properties below, highlighting the inherent trade-
offs that must be resolved to create a practical and effec-
tive user localization system.
Accuracy. A user localization system should provide
accurate and reliable location information to satisfy ser-
vices that demand precise geographic data. In contrast to
current approaches, the concept of accuracy should be
clearly defined and quantifiable as distance error relative
to an actual user’s location (e.g., within 10 km for city-
level granularity), rather than the uncertainty that arises
from conflating users and infrastructure. However, this
property inherently creates trade-offs with the privacy
and verification requirements that follow.
Verifiability. The location information obtained should
be trusted by the receiving service, which implies that
the user’s position has been previously verified through
reliable mechanisms. This verification process must bal-
ance trust with user privacy, potentially requiring light-
weight cross-checks such as latency triangulation, BGP
consistency, or hardware attestation, while avoiding
overly intrusive validation methods.
Privacy-conscious. Following Moore’s definition [25],
privacy is best understood as a right of individuals to
control access to and use of their personal information,
by deciding when, how, and to what extent that infor-
mation is shared with others. Users should then retain
control over the granularity of the location information
they provide, from country-level to city-level or more
precise coordinates depending on the service require-
ments and their privacy preferences. This granularity
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control creates inherent trade-offs with accuracy and
verifiability, as coarser location data may be less useful
for services while being harder to verify independently.
Scalable. For practical deployment, a localization system
should be lightweight enough to handle Internet-scale
usage without imposing significant computational or
network overhead on users, services, or the network
infrastructure in general. This might be challenging if
verification mechanisms are implemented for all local-
ization requests, as comprehensive verification could
introduce substantial computational and network costs.
Frictionless. As user experience is a key factor on to-
day’s Internet, users should not be oversolicited by lo-
cation requests or verification procedures. The system
should operate transparently in the background, mini-
mizing user intervention while respecting their privacy
choices. This creates tension with verification require-
ments, as more robust verification mechanisms may in-
troduce additional friction.
Open. Prior works provide partial building blocks to-
ward a privacy-preserving geolocation system [16, 27],
but do not offer a complete solution. To ensure trans-
parency, trust, and broad interoperability, such a system
should be open, publicly specified through standardiza-
tion bodies, and built from the ground up for indepen-
dent implementation and verification.

4.3 Rethinking User Geolocalization
The properties listed in the previous Section are not
always compatible and involve inherent trade-offs. De-
signing a system that satisfies all these properties while
resolving their trade-offs is highly challenging and, to
date, largely unresolved. However, we believe that a
practical user geolocalization system that meets these
properties is possible. As a first step toward this direction,
we sketch a high-level design for a localization system.
Our proposal builds on the expertise of our community
in building trustworthy, scalable distributed systems for
various goals. In this design, a trusted third party attests
both the user’s position (furnished via reliable signals)
and the minimum spatial granularity required by the
service, as dictated by its functional requirements. Trust
among the third party, the user, and a location-based
service (LBS) should be anchored in a certificate chain,
analogous to the X.509 trust chain that secures Internet
connections. To ensure scalability and minimize latency,
the third party should operate offline, issuing long-lived
certificates that define each LBS’s authorization scope
and short-lived tokens attesting user positions, without
being involved in subsequent connections. One possible
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Figure 2: Geo-CA workflow.

design could exchange and verify these certificates and
tokens during the TLS handshake between the client
(i.e., the software agent representing the user) and the
server, thereby integrating localization proofs directly
into the secure channel establishment process.

We refer to this system as Geo-Certification Authori-
ties (Geo-CAs), and illustrate its workflow in Figure 2,
which unfolds in four high-level phases: (i) LBS regis-
tration. Each LBS registers with one or more Geo-CAs
and obtains a long-lived signed certificate (e.g., one-year
validity) that attests the finest spatial granularity it is
authorized to request. (ii) User registration. The client
periodically uploads its position to the selected Geo-
CAs and receives a bundle of signed geo-tokens—one
per admissible granularity level (e.g., exact point, neigh-
borhood, city, region, country), each embedding the is-
suer’s identity, the user’s position, an expiry time, and
any extra metadata a service might later require. (iii)
Server authentication. The server presents its Geo-CA
certificate, which attests to the spatial granularity it is
authorized to request. The client verifies the certificate
chain against its trusted root Geo-CAs. (iv) Client at-
testation. The client sends a geo-token of the requested
granularity, which the server verifies to attest the au-
thenticity of the submitted location information. At this
point, the client’s location is confirmed.

4.4 Open Challenges
Although preliminary, this design sketches a feasible
path toward privacy-preserving location attestation and
surfaces several open challenges.
Token Replay. Preventing token replay is essential to
avoid location fraud, where an attacker reuses a valid
geo-token for unauthorized access. Mechanisms such
as DPoP [5], which bind tokens to ephemeral public
keys and per-session challenges, provide a promising
starting point. However, they must be carefully adapted
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to prevent linkability across sessions, illustrating the
fundamental trade-off between privacy and verifiability.
Privacy-Preserving Issuance. Similar privacy chal-
lenges arise in DNS, which has inspired solutions such
as oblivious resolution [18] that separates user identity
from query content through split trust between inde-
pendent entities. Following this principle, Geo-CA ar-
chitectures could use intermediaries to decouple user
identity from attested location, or explore complemen-
tary mechanisms such as rotating authorities to fur-
ther limit information linkage. Moreover, Geo-CAs must
not learn users’ raw coordinates. Privacy-preserving is-
suance techniques such as zero-knowledge region proofs [11]
and blind signatures [4, 7, 10] can help protect user pri-
vacy. Notably, prior work [32] showed that millions of
blind signatures can be processed per second with negli-
gible overhead, indicating these methods scale efficiently.
However, they complicate lightweight verification of the
user’s position, such as latency-based checks. This re-
flects a core tension between privacy and scalability.
Position Updates. Determining optimal update fre-
quency presents a fundamental challenge. Frequent up-
dates degrade privacy (by revealing mobility patterns)
and reduce frictionless operation (e.g., battery drain on
mobile devices, increased network traffic). Conversely,
infrequent updates compromise accuracy, as tokens be-
come stale for mobile users. A practical system must
balance token freshness against overhead, potentially
through adaptive strategies that adjust update frequency
based on movement or context.
Resilience. Geo-CAs introduce points of failure, where
outages could prevent token and certificate issuance. To
mitigate this, the system could draw inspiration from
DNS, leveraging redundancy, distribution, and failover
to ensure availability.
Governance and Regulation. Beyond technical safe-
guards, governance remains a key concern: we must
avoid replicating the centralization risks seen in Web
PKI [1, 8]. A more resilient model could rely on federated
trust. This approach could draw inspiration from exist-
ing systems such as Google’s Certificate Transparency
(CT) [9], which distributes accountability across multiple
independent log operators. Combining federated trust
with public transparency would reduce single points of
control while ensuring verifiable and accountable opera-
tion. Furthermore, establishing open regulatory standards
could define how Geo-CAs determine and enforce the
level of spatial granularity each service is authorized to
request, based on its legitimate operational needs. Such
standards would formalize least-privilege principles for

location access, ensuring that only the minimum neces-
sary detail is disclosed while preserving user privacy.
Adoption.While the technical architecture addresses
core limitations of current geolocation systems, wide-
spread adoption will remain a central challenge. Suc-
cess depends on providing compelling incentives for all
stakeholders. For users, the system must deliver tangi-
ble benefits: reliable access to location-based services
(avoiding content blocking due to VPN use or inaccu-
rate IP geolocation), user-controlled privacy (granular
disclosure rather than all-or-nothing), and frictionless
operation (no additional authentication steps beyond
normal browsing). For services, key incentives include
verifiable localization resistant to manipulation through
VPNs, reduced liability from regulatory compliance, and
potentially lower costs compared to maintaining pro-
prietary geolocation solutions. However, the system in-
troduces implementation overhead and regulatory con-
straints. Adoption may follow a gradual path: initial
deployment for high-stakes use cases (e.g., content li-
censing, regulated services) where verification benefits
outweigh costs, followed by broader adoption as infras-
tructure matures and browsers integrate native support.
Critically, addressing the aforementioned technical and
governance challenges will determine whether Geo-CAs
can achieve sufficient momentum to become a viable
solution for user localization.

5 Conclusion
IP-based geolocation remains the default method for
Internet localization. While its methods are well-suited
for locating from a network-centric perspective, locating
users demands different approach as clients increasingly
disconnect from their network egress points.

We propose exploring a distributed Geo-Certification
system that acts as a trust intermediary between users
and location-based services, attesting both the user’s
reported location and the level of granularity required
by the service. Such a system could improve location ac-
curacy while preserving user privacy, with minimal fric-
tion. While significant research challenges remain—both
in design and deployment—we believe the networking
community is well-positioned to advance this direction.
We hope our work encourages further exploration of
robust, privacy-preserving geolocation architectures.
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